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ABSTRACT
In this experience paper, we present the lessons learned from the
First University of St. Gallen Grand Challenge 2023, a competi-
tion involving interdisciplinary teams tasked with assessing the
legal compliance of real-world AI-based systems with the European
Union’s Artificial Intelligence Act (AI Act). The AI Act is the very
first attempt in the world to regulate AI systems and its potential
impact is huge. The competition provided firsthand experience and
practical knowledge regarding the AI Act’s requirements. It also
highlighted challenges and opportunities for the software engineer-
ing and AI communities.

CCS CONCEPTS
• Social and professional topics→Governmental regulations;
• Computing methodologies → Artificial intelligence; • Se-
curity and privacy → Privacy protections; • Software and its
engineering → Software creation and management.
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1 INTRODUCTION
The Artificial Intelligence Act [52], also known as the AI Act, is the
world’s first statutory law proposal for regulating AI systems. It
aims to turn Europe into a global hub for trustworthy and respon-
sible AI by defining rules governing the development, operations,
and use of AI in the European Union. The AI Act aims to ensure that
AI systems in the EU are safe and respectful of fundamental rights
and values. Its application extends beyond EU-based organizations
and regards any AI provider, importer, distributor, or authorized
representative within the EU. The expected impact of the AI Act is
enormous [13]. The envisioned fines for non-compliance can range
from €10 million to €40 million or 2% to 7% of the global annual
turnover, depending on the severity of the violation (see Art. 71 of
the proposal). Moreover, other states may follow the EU example,
setting up new AI regulations, and the United Nations moves to-
wards a globally coordinated AI governance [50]. Therefore, it is
imperative for software providers to understand and comply with
the upcoming regulations.

The Grand Challenge competition [10, 49] was organized by the
University of St. Gallen (Switzerland) to showcase how the AI Act
can be implemented in concrete real-world applications. The event
took place between Geneva and St. Gallen in July 2023 and involved
twelve teams participating in a selection process from various parts
of the world. The competition took inspiration from the DARPA
Robotics Challenge organized in Los Angeles in 2015 [1] and repre-
sents a unique example in the domain of legal AI. The competition
consisted of assessing four AI applications and reporting the assess-
ment results in a document of up to 13 pages (approximately 3 pages
per application). Each application was presented by the provider in
a 30-minute presentation. The providers came from different sec-
tors, such as telecommunication and transportation, and included

This work licensed under Creative Commons Attribution International 4.0 License.
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companies at different maturity stages ranging from start-ups to
stable businesses. Teams had the opportunity to collect information
in short interviews (about 15 minutes per application/provider)
and, for some providers, reviewed brief documentation provided
before the final. The assessment reports were evaluated by a jury
composed of law experts; the reward for the winning team was a
monetary prize of 100,000 euros (see Burri [11] for more details on
the rule of competition).

We were selected as one of the 12 teams attending the competi-
tion. We participated with a multidisciplinary team, Synergy4AI,
composed of computer scientists, lawyers, and ethics experts. Our
involvement in the Grand Challenge allowed us to test the AI Act
on real-life AI systems and to reflect on the priorities and difficulties
of the tasks associated with the assessment processes. In this paper,
we report our experience, describing our methodological approach
and the obstacles we met during the assessment. Some difficulties
are closely tied to the special conditions of the events, but others
are intrinsically connected with the implementation and evalua-
tion of legal requirements for complex socio-technical systems.
The diversity that characterizes our team (in terms of work and
training experience) stimulated a multiperspective discussion shed-
ding light on distinct challenges and recommendations (technical,
organizational, legal, etc.).

The rest of the paper is organized as follows. Section 2 briefly
introduces the AI Act and essential legal requirements; Section 3
presents our approach and methodology; Section 4 highlights key
challenges and provides recommendations for the legal and ethical
assessment of AI systems; Section 5 summarizes the lessons learned
and outlines future research directions.

2 THE AI ACT
In April 2021, the European Commission introduced the first EU
regulatory framework for AI with the aim of overseeing the devel-
opment and utilization of this groundbreaking technology. The AI
Act is part of a broader EU strategy designed to enhance Europe’s
potential to compete globally in regulating the digital sector.

The Commission has been taskedwith aiding the co-legislators in
concluding the inter-institutional negotiations, commonly known
as the “trilogue” [59]. Noteworthy negotiation phases include the
proposal of a compromise text on the AI Act by the Council of the
EU in November 2021. Note that the version approved by the Euro-
pean Parliament is the legal text that was used during the Grand
Challenge. Once approved, this regulation could be the world’s first
legislation governing AI.

The AI Act proposal delineates four distinct risk categories and
sets specific requirements accordingly. These categories are:

• Unacceptable Risk (Title II - Art. 5 and following);
• High Risk (Title III - Art. 6 and following);
• Limited Risk (Art. 52);
• Minimal Risk / No Risk;

For systems deemed to pose an unacceptable risk, which is outright
prohibited, the Act provides explicit examples and exceptions, in-
cluding the utilization of real-time remote biometric identification
in public spaces (such as facial recognition), social scoring systems
(classifying individuals based on behavior, socio-economic status,
or personal characteristics), and the use of subliminal manipulation
techniques targeting specific vulnerable groups (Art. 5).

High-risk systems are permitted, but due to their ability to
negatively affect safety or fundamental rights, they must comply
with multiple requirements and undergo a compliance assessment
throughout their life cycle, including before and after being de-
ployed. High-risk systems are divided into two categories (Art. 6,
Annexes II and III):

• AI systems intended to serve as safety components in prod-
ucts covered by the legislation listed in Annex II, or subject
to third-party ex-ante conformity assessment (e.g., toys, avi-
ation, cars, medical devices, and lifts).

• Stand-alone AI systems with mainly fundamental rights im-
plications, listed in Annex III, that will have to be registered
in an EU database.

Examples of high-risk systems include those related to critical in-
frastructure management, systems in hiring processes or employee
ratings, credit scoring systems, and systems with critical impact
on law enforcement and interpretation of law. Companies develop-
ing or deploying high-risk AI systems must comply with various
requirements, including having an appropriate risk management
system, logging capabilities, and human oversight (see Chapter 2
of the AI Act).

Similar to the GDPR, proper data governance must be applied to
users’ (and, more broadly, data subjects’) data, but, in comparison to
the data protection regulatory framework, the AI Act goes further
by requiring data governance for data used in the training, testing,
and validation of AI systems. It also imposes controls to ensure
the accuracy, safety, and robustness of AI systems. Additionally,
it emphasizes transparency in their design, enabling users to in-
terpret the system’s output. These systems are subject to specific
obligations, including the implementation of a quality management
system, the conduct of conformity assessments, and the preparation
of technical documentation.

Other systems are considered limited orminimal risk. For limited-
risk systems, only minimal transparency requirements are neces-
sary: i.e., users must be informed when interacting with AI systems
generating content, allowing them to make informed decisions
about continuing the usage of such systems. Examples include
chatbots, texts, images, and videos (e.g., deep fakes), which are not
inherently high-risk; however, users must be aware that they are AI-
generated content (Art. 52). Minimal-risk or no-risk AI is allowed
to be freely used. This includes applications such as AI-enabled
video games or spam filters. For operators of “AI systems other
than high-risk AI systems” (Art. 69), the implementation of an ethi-
cal AI Code of Conduct is recommended to encourage voluntary
compliance with the requirements outlined in Title III, Chapter 2
“Requirements for high-risk AI systems”.

A separate discussion would be needed for Generative AI, like
GPT [51], as they appear to fall under the category of “general-
purpose AI systems” provided in Art. 3, which a “general purpose
AI system means an AI system that can be used in and adapted to a
wide range of applications for which it was not intentionally and
specifically designed”. Due to the complexity of this technology
and the different positions of the EU bodies, implementing a risk-
based approach for these systems proves to be challenging [53].
The only requirement, set out in Art. 28b and Recital 60th, is that
they adhere to general transparency obligations outlined in Art.
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52(1) and additional specific requirements, such as disclosing AI-
generated content, designing the model to prevent the generation
of illegal content, and publishing summaries of copyrighted data
used for training. However, the exact terms of regulation are the
object of an intense debate among the Member States [6], and it
is not known if a political agreement about these systems will be
reached in the final text of the AI Act.

3 COMPLYING WITH THE AI ACT
To understand the implications of the EU AI Act on their products,
AI providers must first assess the risk profile of their AI systems.
Depending on such assessment, a system might be banned from
operating in the European Union, or its risk might be considered
high, limited, or minimal. As we outlined in Section 2, the risk
class determines different requirements and obligations for the AI
actors involved. In general, the higher the risk level of the initial
assessment, the more information an organization must provide.
AI operators are nevertheless encouraged to develop and use AI
systems in accordancewith ethical principles (see Art. 4a) regardless
of the risk level of their AI applications. Until the regulation is
under discussion, there is still uncertainty on what demonstrating
compliance with the AI Act may look like. However, our experience
with GDPR compliance can provide us with some suggestions for
establishing a compliance framework.

3.1 Related works
To demonstrate compliance with the AI Act, principles and require-
ments must be translated into low-level engineering interventions.
In other words, the compliance process needs to ensure that require-
ments are measurable, verifiable, and continuously monitored. To
fulfill this task, AI actors can draw on a vast repertory of methods
and standards spanning from software engineering practices to
optimization and human-computer interaction design principles.
With respect to this large body of work, we may distinguish three
main areas of interventions: 1) frameworks aimed at implementing
the conformity assessment of high-risk AI systems, 2) standards
that can be considered for certifying compliance with AI Act re-
quirements; and 3) methods and toolkits that have been developed
in the past few years by the AI ethics community to support the
operationalization of trustworthy AI principles such as fairness and
transparency. A brief description of meaningful contributions to
each area is presented in the following subsections.

3.1.1 Frameworks for conformity assessment. Conformity assess-
ment procedures are structured processes that enable organizations
to ensure and demonstrate adherence to specific principles and/or
legal requirements. Cap-AI is a framework that offers guidance to
develop an ethical assessment of AI systems in line with the AI
Act [16]. The framework adopts an ethics-centered approach and
articulates the assessment process at each stage of the AI life cycle.
The assessment consists of three main components: 1) the internal
review protocol, 2) a summary data sheet, and 3) an external score-
card. Similar attempts include the development of procedures aimed
at checking whether the engineering processes involved in the AI
system conform to certain ethical principles and responsible innova-
tion practices. For example, SMACTR is an internal audit framework

used by the industry encompassing distinct stages: Scoping, Map-
ping, Artifact Collection, Testing, Reflection, and Post-Audit [55].
More recently, other scholars explored existing tools and frame-
works enabling continuous auditing of AI systems, in line with the
AI Act provision for post-market monitoring [38]. Besides frame-
works providing methods and techniques to assess various types of
AI systems, other approaches have been proposed to target specific
AI models and applications, such as Large Language Models [42],
algorithmic recruitment [32] and medical applications [35, 47].

3.1.2 Standards for AI Act compliance. At the time of writing, no
specific standard was introduced for the certification of AI systems.
While a request for standardization is expected to be issued by the
European Commission after the regulation comes into force (art. 40
AI Act), some organizations have started to explore which standards
can be considered for AI. The AI Watch provided a preliminary
roadmap of international standards in support of the requirements
set out by the AI Act [31]. Other efforts seek to extend and adapt
existing standards to the specifications of AI models [44]. Indeed,
some of the already available standards, technical specifications,
and technical reports proposed by the International Organization
of Standardization (ISO) can be used to build new standards that are
directly applicable to the AI Act. Notable examples of such publica-
tions are standards made for describing generic AI Framework [23]
and technical specifications for the assessment of machine learn-
ing classification performance [28]. In addition, various technical
reports have been published, and they are a starting point for the
standardization of various aspects of an AI system, such as the
implication on the safety of machinery [29], the usage of AI in
healthcare [30], the evaluation of the robustness [26] and trust-
worthiness [25], the assessment of bias [24] and ethical or societal
concerns [27].

3.1.3 Methods for Trustworthy AI. In response to the widespread
call for moving Trustworthy AI from principles to practice, the com-
munity of AI researchers and practitioners has developed a variety
of methods and tools for specific ethical and legal principles. In this
short summary, we report some examples with reference to risk
assessment, transparency, and fairness. To manage (foreseeable)
risks, AI actors can draw on classical software risk management
approaches [8], algorithmic impact assessment tools [56], or frame-
works specifically developed for AI systems such as [2, 43]. To
improve the interpretability of AI systems’ output, as mandated
by the AI Act [18], researchers have developed several methods
such as learning algorithms that aim to balance models’ accuracy
and interpretability [17, 46] and techniques trying to “explain” the
predictions of black-box ML models [36, 57].

Another significant area of transparency measures regards docu-
mentation methodologies for both data sets and the models. There
are methodologies providing a standardized format to describe data
sets in terms of relevant features [20], including schemes adapted to
specific application areas, such as Natural Language Processing [5]
or fairness concerns [15]. Other frameworks provide comprehensive
information about data sets (in the form of labels or scores) com-
bining the results of qualitative and quantitative analysis [19, 21].
Regarding AI algorithms, Mitchell et al. [39] presents a framework
to report benchmarked evaluations of trained ML models in various
conditions, and a group of the EU Joint Research Center presented

46



RAIE ’24, April 16, 2024, Lisbon, Portugal Scantamburlo, Falcarin, Veneri, et al.

Use case card

Found. 
Model?

Unacceptable 

Transparency / 
Limited risk High-Risk Minimal or no Risk 

High-Risk 
Requirements

AI principles Transparency 
Requirements

Risk 
class?

START END

ENDFound. Model 
RequirementsEND

Use Case Analysis & Risk Level
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Figure 1: Flowchart of the first two steps of our assessment
procedure, based on the AI Act version adopted at the chal-
lenge.

a template for documenting real-world, high-risk AI systems in line
with information requirements set out in the AI Act [22].

The analysis of algorithmic (un)fairness and data bias (Art. 9
and 10) can be done by means of empirical tests on the data sets
and the models [12]. Usually, these involve the adoption of one
or more fairness metrics [37] but also a careful consideration of
the underlying assumptions and modeling choices [40]. In the last
few years, both industry and research institutions made available
specific toolkits for fairness testing. Notable examples are [4, 7, 58]
which offer Python and R packages to assess different types of
fairness definitions in the entire application life cycle.

3.2 The Synergy4AI approach
During the challenge, we assessed real-world case studies and pro-
vided recommendations on plausibly achieving compliance with
the AI Act. Our assessment approach was guided by a fundamental
question: what steps should an AI provider take to adhere to the
AI Act and, potentially, its underlying ethical principles? To ad-
dress this question, we combined and adapted existing frameworks
mentioned in the above section (see related works) with our own
previous experience in GDPR and legal compliance. Our goal was
twofold: first, to enable AI providers attending the challenge to
consider AI Act requirements that were relevant to their AI applica-
tions; second, to provide them with actionable insights and specific
steps to facilitate progress in the compliance process.

Our methodology relies upon AI system providers’ document
reviews, presentations, and face-to-face interviews. The assessment
process structures around two key steps (see Figure 1 for a scheme):
1) the analysis and determination of the risk level of the AI system
(see the orange dashed line in Figure 1); 2) the assessment of re-
quirements applicable to the AI application based on the identified
risk level (see the violet dashed line in Figure 1). The assessment
process generates a report1 composed of three parts:

The Use Case and Risk Profile Card. It contains salient in-
formation about the AI system and presents them in a structured,

1During the challenge all teams signed a Non-Disclosure Agreement with some
AI providers. So we can disclose limited information in line with the rules of the
competition.

INTENDED PURPOSE  Logistics support in product delivery

Autonomous
perception and
movement, package
secure transportation,
obstacle / pedestrian
identification. Input
data: environment
maps and goal
locations. Output data:
 state of the system
(e.g. position, speed)

Increased package
traceability, improved
efficiency and
versatility of delivery,
reduced workers’ risks
from hazardous
deliveries, reduction
of emissions from
fossil fuelled vehicles

Transportation of
illegal/dangerous
products, public area
surveillance

Injury to people, in
 particular, more
vulnerable individuals
 (e.g. with reduced
mobility), harms to
animals, damaging of
public spaces caused
by collisions,
increased traffic on
pedestrian pathways,
job displacement

  FUNCTIONALITIES OPPORTUNITIES FORSEEABLE MISUSE POTENTIAL HARM

VALUES Fexibility, environmental friendliness, sustainability 

DEVELOPMENTAL STAGE Testing Phase 

STAKEHOLDERS Customers, pedestrians and other people in robot proximity, delivery workers

RISK CLASSIFICATION  High-risk Based on art. 6, par. 1 AI Act and Annex II section A, n. 1 (machinery directive) 

Figure 2: Prototype of a Use Case and Risk Profile Card for a
delivery robot.

visual way. In particular, it conveys information about the status
of the AI system (e.g. design or deployment), its intended purpose,
the underlying values, and the stakeholders involved (directly or
indirectly). Moreover, it briefly describes the functionalities of the
systems, the gains it offers (i.e. the opportunities), possible misuses
and negative effects (for a prototype of the Use Case and Risk Profile
Card see Figure 2). This part builds upon [22] and suggests a pre-
liminary standard to report critical information for assessing AI use
cases through the lenses of the AI Act, selecting key information
elements that could flexibly apply to all risk profiles. Given the tight
time constraints of the challenge and the heterogeneity of providers
interviewed, this part collects partial information and avoids the
use of formal specifications as suggested by [22]. These pieces of
information, combined with the team’s expertise, determine the
appropriate risk level of the AI system and, consequently, the most
relevant legal and ethical requirements.2

The Requirements Assessment. The Requirements Assess-
ment evaluates applicable requirements individually by using a
checklist of items related to distinct risk levels (low or no risk,
high-risk, transparency risk). Since the challenge used the proposal
approved by the EU parliament, which added consideration for
foundational models, the Requirements Assessment has an addi-
tional layer that assesses appropriate obligations for this peculiar
case (Art. 28b). The checklist of items is inspired by questions elab-
orated for the internal review protocol put forward in the CapAI
methodology [16]. Requirements are evaluated proportionally to
their relevance for the assessed application, and some requirements
involve more extensive consideration, such as the intersection with
other legal requirements (GDPR, Copyright Law, theMachine Direc-
tive, etc.). In low-risk applications, a subset of items are considered
based on the ethical principles that are most meaningful for the
application at stake (Art. 4a AI Act).

The Recommendations. Ordered by urgency from the most to
the least urgent, they conclude our assessment and involve different
measures to support the AI providers based on the developmental
stage of their AI system. Recommendations are classified into three
main categories (legal, organizational, and technical). Examples of

2Note that no AI application was classified as prohibited.
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Figure 3: Fictional sample of the radar plot used to summarize
the assessment for high-risk AI systems.

technical recommendations include: “Evaluate performance metrics
(accuracy recall) with respect to geographical area for bias assess-
ment” or “design a testbed for pedestrian detection system with
attention to limited mobility subjects and minority groups.”

The evaluation is expressed in two forms: on a 5-point categorical
scale and qualitative descriptions. The categorical scale expresses
the overall team’s evaluation of the status of the AI system con-
cerning requirements based on the review of checklist items. The
categorical scale includes the following values ranging from 1 to
5, where 1 corresponds to a process seeking compliance that is
“not initiated” (1), “initiated” (2), “underway” (3), “advanced” (4),
“completed” (5). Scores are provided only for systems considered
high-risk and presented in aggregate form by using a radar plot
such as Figure 3.

The summary is divided into 6 main areas, namely: Risk Manage-
ment, Technical Documentation, Accuracy, Robustness and Cyberse-
curity, Human Oversight, Transparency and Provision of Information,
Record Keeping, Data and Data Governance. The subdivision of the
requirements into 6 main areas reflects the main categorization
present in the AI Act (from Art. 9 to Art. 15). This evaluation is
complemented with textual information, adding more context and
reasoning behind the evaluation of requirements or ethical prin-
ciples. Scores and qualitative evaluation results from a process of
consensus achievement within the team.

4 CHALLENGES
This section describes our experience in the Grand Challenge and
the lessons learned while assessing the use cases from the partici-
pating industries about the different kinds of emerging challenges
to implementing the AI Act compliance.

4.1 Our experience
Our team, Synergy4AI, is composed of six official members and
two substitutes. It was diverse in terms of gender, age, professional
experience, and disciplinary background. The team comprises ex-
perts in law (data protection, copyright, and corporate compliance),
computer science and engineering (security, software engineering,

algorithmic fairness, explainability), and computer ethics (ethics-
based assessment, AI policy, data ethics). The team also includes
two members with consultancy experience, with the aim to bring a
pragmatic approach to the group and gain a better understanding
of the business’ needs.
Six months before the Grand Challenge, the team prepared for the
competition in various ways. Team members met on a bi-weekly
basis to delve into the topics of the AI Act and state-of-art meth-
ods seeking legal or ethical compliance of AI systems. Sessions
were self-organized and enriched by the different expertise of each
member. After an iterative process, the team identified the items
to collect information on the AI use case and the questions to as-
sess compliance with the AI Act. The preparation process was also
characterized by an internal pilot of the assessment methodology
on a real use case provided by the Italian branch of a multinational
professional services firm. This exercise gave us the opportunity to
gain feedback from an external entity and refine the methodology.
In particular, thanks to the pilot, we adapted the checklist for the
requirement assessments and clarified the task distribution during
the interview with the AI provider.

We extensively relied on our experience with GDPR compliance
due to the similarities with the AI Act, allowing us to combine the
compliance procedures for both regulations:

(1) Risk and Impact Assessment: both regulations require sev-
eral assessments to be performed (e.g., a Data Protection
Impact Assessment, Fundamental Right Assessment, Trans-
fer Assessment, Legitimate Interest Assessment);

(2) Data Governance and Cyber-security: both require appro-
priate measures to assess and protect the data;

(3) Transparency and Documentation: both GDPR and the AI
Act mandate record keeping and extensive information to
users/data subjects;

(4) Accountability and Human Oversight: both require appro-
priate procedures to guarantee a clear assignment of respon-
sibilities and human supervision of automated systems;

(5) Organizational Measures: both regulations require the im-
plementation of internal procedures and employee training
to ensure continuous compliance;

(6) Legal Compliance: both require an assessment of the relevant
legal framework and the applicable laws and regulations
(e.g., the intersection with the Data Act, copyright laws, civil
liability, sector legislation, etc.).

Our experience in legal compliance and consultancy also helped us
during the interviews and in the relationship with technical experts
and companies’ management. This facilitated communication with
the AI providers during and after the competition.
4.2 Legal Challenges
The proposal for AI regulation is a key component of the broader
EU strategy aimed at bolstering Europe’s ability to compete glob-
ally in overseeing the digital sector and other impactful domains
associated with AI. In this context, some primary legal challenges
arise from potential coordination issues with existing and forth-
coming regulations, particularly those related to the protection
and governance of both personal and non-personal data, as well
as competition law and consumer law. Addressing challenges per-
taining to the AI Act’s content, a notable concern arose from the
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expansive definition of AI systems. The rationale behind adopting
such a comprehensive definition lies in prioritizing the “use case”
over evaluating the specific technology behind the system. Essen-
tially, the AI Act adopts a broad perspective on what qualifies as
an AI system but adopts a more focused stance when considering
its application. This approach aligns with the risk-based approach
adopted by the AI Act. Nonetheless, this broad definition may in-
troduce legal uncertainties for developers, operators, and users of
AI systems, potentially granting excessive discretion to the pri-
vate sector in determining what constitutes unacceptable, high,
limited, or low levels of risk. This situation could be particularly
detrimental to small and medium-sized entities and startups. An-
other legal challenge linked to the content of the AI Act pertains
to “general-purpose AI systems” and the inherent difficulty in ap-
plying a risk-based approach to them. The challenge stems from
the complexity of preemptively assessing the risks associated with
these systems due to their potential for diverse purposes. Delegat-
ing the responsibility of defining permissible uses (along with the
corresponding obligations for compliance) of potentially harmful
systems to providers raises legitimate concerns.

4.3 Technical Challenges
Regulating a new technology from a technical point of view is
always challenging, especially when we consider a fast-evolving
technology such as the AI systems currently employed. Given the
technical background of the members of our team, we can identify
three main aspects of the technical challenges faced during the eval-
uation of the AI systems presented during the challenge, namely:
Software Quality Management, Fairness Management, Transparency
and Explainability.
Software Quality Management for compliance Organizations that
develop, deploy, or use high-risk AI systems must have robust com-
pliance procedures in place to ensure that they comply with the AI
Act’s requirements. This includes procedures for quality manage-
ment, risk assessment, data management, training, auditing, and
reporting. Quality and Risk Management processes for AI systems
will play a fundamental part in complying with the AI Act, but
despite recent advancements to improve the design process of an
AI/ML system, the design techniques are still in their infancy. De-
sign processes such as MLOps are not systematically employed
yet, and data scientists are still managing ML workflows manu-
ally [34]. High-risk AI systems must be subject to rigorous testing
and analysis to ensure reliability and safety for users. This can be a
challenging task, as AI systems can be complex and opaque, mak-
ing it difficult to identify and address potential defects with only
a black-box testing approach on AI systems’ APIs. As AI systems
are constantly evolving, and new risks may arise as these systems
become more sophisticated, organizations must be able to periodi-
cally adapt their compliance procedures to address these evolving
risks.
Fairness Management. Non-discrimination is one of the key val-
ues upheld by the EU and the Member States’ legislation; it has
also been embedded into the AI Act, which highlights the need to
mitigate biases in AI (see Art. 10). AI systems can perpetuate and
exacerbate existing biases in data, leading to unfair and discrimi-
natory outcomes. Ensuring fairness, which is context-dependent,
requires careful consideration of the data used to train the system,

the algorithms used for processing data, and the human oversight
of the system’s operation. Algorithmic fairness deals with equity
and non-discrimination in AI [3]. The definition, detection, and
prevention of undesirable biases in AI, however, depend on its appli-
cation context. Socioeconomic status, for example, is important in
medicine, where less wealthy patients have lower access to health-
care [48]. Speech impairments and accents are highly relevant in
any application leveraging speech recognition (or speech-to-text),
where unusual speech patterns are rare in training sets and more
difficult to parse automatically [45]. Intersectional gendered and
racial identities are especially relevant in computer vision systems,
which often under-perform black women [9]. These biases evolve
dynamically in response to audits and shifting incentives [54]. In
hiring and recruitment, several attributes are explicitly protected
by European law, including age, disability, gender, religion or be-
lief, racial or ethnic origin, and sexual orientation [14]. A generic
fairness approach poses the risk of missing critical vulnerabilities;
domain-specific knowledge is required to identify, measure, and
tackle specific biases.
Transparency and Explainability. High-risk AI systems must be
transparent and explainable, meaning that users should be able to
understand the system’s decision-making processes: a challenging
task, as AI systems can be complex and opaque. Even though a lot
of academic research has been done in the context of Explainable
Artificial Intelligence [41], the concept of “explanation of prediction”
is still vague for ML practitioners and sometimes the consideration
of what is a valid explanation or not is based on the individual
perception. Therefore, there is the need to have a more precise
operational and compliance-focused description of explainability,
that can be seen as a new quality attribute to measure and improve
during the system development.

4.4 Organizational and Cultural Challenges
Implementing theAI Act poses significant organizational challenges
that companies must overcome to ensure compliance and ethical
production and use of AI systems.

One key organizational challenge is represented by the lack of
specialized human resources and by the consequent difficulties in
establishing effective communication among legal and technical
professionals, as well as aligning legal perspectives with the broader
goals and operations of the company. Achieving synergy between
experts from different fields, such as computer science, ethics, and
law, is crucial, given thatmost of the problems addressed aremultidi-
mensional and require a deep understanding of the legal framework,
the business, the social implications of the specific AI system and
its technical foundations. This also reflects the increasing hybridiza-
tion of roles, requiring experts to have not only traditional legal
skills but also a deep understanding of technological aspects. For
example, in order to perform the risk assessment, the interviews
with stakeholders (e.g., executives, technicians, IT experts) must
be very precise and focused on the most relevant questions, taking
into account the peculiarities of the business sector in which the
company operates.

Furthermore, integrating legal expertise with ethical considera-
tions, such as performing the Fundamental Rights Impact Assess-
ment, can only be effective if experts are involved in the process,
a circumstance that is resource-consuming and might not be a
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realistic option for smaller entities. Simplifying compliance pro-
cesses poses another organizational burden. Companies must strike
a balance between meeting legal requirements and addressing the
operational and resource constraints within the organization. As we
have suggested, an effective solution is to coordinate and integrate
efforts, especially when multiple laws overlap, such as GDPR and
the Medical Device Regulation. Legal departments need to align
compliance efforts to avoid redundancies and optimize resources.

Moreover, the documentation of legal compliance related to
multiple applicable laws might represent a challenge for less ex-
perienced companies. New techniques, such as legal design and
specialized compliance software, aimed at synthesizing and sim-
plifying legal requirements, might be of great help. This shift in
approach ensures that compliance documentation is not only com-
prehensive but also accessible and understandable across various
organizational levels.

Training is another topic of interest: as known, GDPR mandates
effective employee training to ensure that compliance is performed
at all organizational levels. A similar approach might be incorpo-
rated for the AI Act compliance: employees should be trained about
relevant ethical and technical issues, such as debiasing techniques,
human rights issues, post-market risk assessment, and quality man-
agement.

5 RECOMMENDATIONS AND CONCLUSIONS
The AI Act, like many regulatory requirements that the EU and
other national institutions are working on introducing, can have a
wide impact on the AI market [13] and on society as a whole. Many
companies are preparing for the AI Act and, overall, their perception
of the legislation is positive: the industry would like more precise
regulations and more input from AI experts [33] to mitigate the
risk that poorly planned investments in AI could damage their
revenues and reputation. The recommended actions that companies
can perform to prepare for the AI Act are:

(1) Make sure the legal department studies the AI Act text thor-
oughly, focusing on the definitions of the specific AI use
case risk levels, to better understand the actions to take for
particular use cases and consider the interactions with the
existing legal framework.

(2) Integrate the AI Act compliance into preexisting compliance
procedures and training programs to minimize the impact
on the workload and resources;

(3) Ensure that all stakeholders are informed about the signifi-
cance of the AI Act through training and awareness initia-
tives.

(4) Establish a well-defined policy identifying the authorized
people and entities responsible for AI implementation deci-
sions and specifying the restricted deployment areas for AI
applications.

(5) Introduce a traceability framework throughout the whole AI
design process to identify the individuals responsible for im-
portant decisions and describe the methodologies employed
in the decision-making process.

(6) Exercise caution when considering use cases that involve
the utilization of personal data, in accordance with GDPR or
other relevant laws and regulations.

(7) Clearly document AI use cases, and establish systematic
monitoring, via log-keeping and conduct periodic reviews
to maintain compliance.

(8) Document all the dependencies and integration with third-
party software and services, all copyrighted materials em-
ployed by AI systems (e.g., a "Software Bill of Materials"),
for transparency and accountability.3

Despite the undeniable compliance burden, the Grand Challenge
experience has taught us that the AI Act compliance can be carried
out fruitfully if integrated into existing procedures and performed
by experts in the field. While it will surely take time to adjust and
train employees and executives, we are positive that, in the end, the
AI Act will benefit the EU AI landscape and help mitigate biases,
especially if adequately supported by EU internal technological
infrastructures.
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